
 

**Cyber Security Threat** 
 

Distribution: All Staff | All Services   

From: Dr Simon Hinks, Improving Access Clinical Lead  

  

Please see below Cyber Security Alert forwarded from NELCSU relating to an increase in 
phishing attacks and ransomware. 

 
 

Further to recent reports of the ransomware attack at a hospital in the Republic of Ireland 
last week, NCSC have advised that at this is a continuation of the ransomware threat we 
have seen in the last year on French and US Healthcare service.  Conti now use double 
extortion tactics to coerce an organisation into paying the ransom. Data is extracted from 
compromised systems prior to encryption, with the threat of publication should the 
organisation choose not to pay the ransom.  NHSD confirm that they are not seeing anything 
across the over 1.5m end points that have deployed Microsoft Advanced Threat Protection 
[ATP] but are carefully monitoring as are NEL for our own customers in ATP and our other 
vulnerability management toolsets. 
  
NEL have undertaken several actions, including engaging our 3rd Party suppliers, to ensure 
our customer security posture is maintained against this Cyber Threat specifically: 
  

• Currently all known variants of the Conti ransomware are protected against through 
our Anti-Virus software.  

• AV supplier is using their Managed Threat Response team to monitor their entire 
customer base to increase response capabilities to new strains. 

• We have raised emergency changes to block IPs reported by NCSC as being 
associated with the Conti group. 

• We continue to monitor and remediate devices to ensure they are patched 
specifically against the SMB Vulnerability CVE-2020-0796 known to be used to 
leverage the attack. 

  
NHSD Guidance remains as below which we are adhering to: 
  

• Remain vigilant to the threat. 
• Ensure that staff are aware of phishing awareness resources 

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-0796


• Ensure security patching of forward-facing applications are updated and monitored 
and services such as Remote Desktop Protocol (RDP) use multifactor authentication. 

 
 
Further to our communications regarding the Conti Ransomware attacks, NEL would like to 
take the opportunity to remind you about email spoofing and phishing attempts sent to 
nhs.net email addresses.  Please follow the guidance below on how to spot these attempts, 
and what to do when you do. 
 
  
What is email spoofing / phishing? 
 
Spoofing and phishing emails are both types of malicious emails with the intention of 
causing harm.  However, they are not the same - and it is useful to know the difference. 
"Spoofed" emails will appear to be from a trustworthy source - perhaps a service provider, 
or senior colleague.  They will often include official-looking signatures, and a message 
suggesting that an attachment or link needs urgent attention; overdue bills or urgent 
forms.  In most cases, this attachment or link, once downloaded, will execute a malicious file 
designed to damage your computer or applications, whilst propogating through the 
network. 
"Phishing" emails on the other hand will usually provide a link to a bogus website designed 
to look official, where the end-user is required to enter sensitive account information, such 
as bank details or credentials for email accounts. 
 
 
How can you spot malicious emails? 
 
These emails can vary in sophistication - some are very obvious, and easy to spot, whereas 
others may be more difficult.  As a rule, if you receive a suspicious email, you will be able to 
ascertain whether it is genuine by following these steps: 

• Hover over the sender's name and take careful note of the email address.  Check 
that the domain name is correct, and there aren't any misspellings 

• Be wary of attached files.  If the message has a ".exe", ".scr", ".zip", ".reg" or ".bat" 
file attached, consider this a red flag 

• If you receive an email from an organisation requesting urgent payment of an 
invoice, consider first whether this is something you expect 

• If in doubt, contact the sender by phone or email (ensuring the email you're replying 
to is correct) to confirm whether the email is genuine 

  
What action is required when you receive malicious emails? 
 
If you believe you have received a malicious email, please follow the guidance below to 
assist NHS Mail in improving it's filtering processes: 



Using the NHSmail Portal (Outlook Web App): 

Step 1 – Forward the email to spamreports@nhs.net as an attachment for virus analysis 
and central trend monitoring: 

1. Click on the Spam Email in the reading pane to select it 

2. Click on the New mail icon in the top left of the screen 

3. Drag and drop the spam email from the email list into the body of the new blank 
email 

4. Type spamreports@nhs.net in the To: field 

5. Enter the appropriate subject text 

6. Note: It is recommended that you use spam, phishing or malicious depending on the 
type of email you are reporting 

7. Click send 

Step 2 – Permanently delete the suspicious email (bypassing the deleted items folder) 

1. Select the suspect email from your email list. 

2. Hold down the ‘Shift’ key and press the ‘Delete’ key. 

3. Click ‘Yes’ to confirm if a warning dialogue appears. 

  

Using Microsoft Outlook: 

Step 1 – Forward the email to spamreports@nhs.net as an attachment for virus analysis 
and central trend monitoring: 

1. Select the suspect email from your email list. 

2. In the Outlook ribbon in the respond area, select ‘More’ and then select ‘Forward as 
Attachment’. 

3. In the email window that opens add spamreports@nhs.net as the recipient in the 
‘To field’. 

4. Click the ‘Send’ button. 

Step 2 – Permanently delete the suspicious email (bypassing the deleted items folder) 

1. Select the suspect email from your email list. 
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2. Hold down the ‘Shift’ key and press the ‘Delete’ key. 

3. Click ‘Yes’ to confirm if a warning dialogue appears. 
 

If you suspect your PC or laptop has become infected, please turn off your device, remove 
the power and network cable and then report it to the CRC (service desk). 
 

 

Please be extra aware of the risk and remain vigilant. 
  
More information on Cyber Security and how to deal with suspicious emails or “phishing” 
can be found on the Here Hub: 
https://hub.hereweare.org.uk/cyber-security/ 
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